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Introduction

This guide is infended to be utilized by the administrator who will be configuring
the Google Apps environment, as well as the administrator who is responsible
for the managing the Intradyn Email Archiver.

Please go over this manual thoroughly before proceeding, as knowledge of

the administration of both the Google Apps and your Intradyn Email Archiver is
required for proper functionality.

Requirements

* Infradyn Email Archiver

AND

* Google Apps/ G Suite
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SMTP Configuration on the Intradyn Email Archiver

This part of the guide will lay out how to enable the SMTP server on the Intfradyn
Archiver.

You will need to log into the Infradyn Email Archiver using Administrator level
credentials. Once logged in, follow these steps:

1.  Click on the “Configuration” tab

2.  Click on “SMTP Server”

3. Ifit says “SMTP Server is currently stopped”, hit “Start Now”
4. It should now show “SMTP Server is currently running”

Llide, £

Email Viewing Users and Groups

SETTINGS SMTP Configuration

Outgoing SMTF

Email Netification

SMTP 5 & ity stopped H
EMVEr 15 CUmently stoppe - O.
Federated Configuration

©

EMAIL SERVERS *
POP or IMAP Fetchors SMTP Served i currently nansing
SMTP Sarver
% SMTP Timeout
Fire numibrer af seconds before SMTE frmeaut
Advanced Reports
Domains
MS EWS Sarvieas List of dovinairs associaiod willl SMTP

Require Encrypbion

INTRADYN 2

Email Archiving & eDiscovery



Configuring Intradyn Email Archiver with Google Apps

SMTP Relay

This part of the guide will lay out how to enable SMTP forwarding directly to the
Intfradyn Email Archiver.

If you need to use IMAP Protocol instead of SMTP Relay, please ask for the IMAP
Protocol Configuration document.

If you are an Intradyn Cloud customer, your “Welcome to Intradyn”
\V/ email contains the MX Record of your Infradyn cloud instance in the
“Access” section. You will use this when you are configuring your
Collection Filter in “Configuring Google Apps for Email Filtering”.

MX Record Example: archive@yourcompanymail.infradyn.com)

See image below for example of “Welcome to Intradyn” email and the
“Access” section. After you retrieve your MX Record, please proceed to
page 6, “Configuring Google Apps for Email Filtering”.

akcoma abeard. Here is the information on your Intradyn Cloud arder. Tha systam i cumently onling and reedy for

ACCESS
The Intradyr-Clowd can be acoessed from the following location:

Irtrachyn-Clowd
BAX-Facord

MOTE: Password s case sensite

SETUP AND CONFIGLURATION

Tor sef up yous new Emall Archiver, please refer to the below Instructions

Ermall Archiver Sstup initial Sten- ByStep a1l

To begin, make sure your company'’s firewall is configured to allow SMTP traffic
(port 25) to the Infradyn Archiver’s IP address.

Next, create/modify the MX record of a domain that you control to relay SMTP
traffic to the Intfradyn Archiver.
For example: intradynarchive.yourdomain.com

You can test by sending an email directly to the archive using the MX record
created above or provided by Intradyn if Cloud customer. (archive@intradyn.
yourdomain.com).

INTRADYN 3

Email Archiving & eDiscovery



Configuring Intradyn Email Archiver with Google Apps
-

Configuring Google Apps Email Filtering

This part of the guide will lay out the step by step process for creating and
configuring a Gmail user account and mailbox to copy messages to before
setting up your Infradyn device.

These steps will assist you in creating an email filter to create copy of all emails
for retrieval by the Intfradyn Email Archiver.

First you will need to log into the Google Apps Admin Console. Follow the
following steps to create the filter that will copy the emaiils.

Select “Apps”. Then select “G Suite Core Services”.

= Google Admin Q,  search for users, groups, and settings (e.g. manage user data)

APPS SETTINGS
Marketplace seftings r P
] < =
G Suite Additional Google services Marketplace apps
& Suite Core Servi Blegging, photos, video, social tools More about Marketplace apps
&nd more
.: ther terms ay n Learn I"'.N‘

Select *Gmiail” from the Apps list. Then select “Advanced settings”at the
bottom of the following page.

Locate “Content Compliance”, run your cursor over the text, and select
“CONFIGURE".

= Google Admin Q, search for users, groups, and settings (e.g. reset password)

Apps » G Suite > Settings for Gmail » Advanced settings

General Settings Hosts  Default routing  Labs  Quarantines

Restrict delivery Restrict the domains that your users are allowed to exchange email with,

Mot configured yet

Content compliance Caonfigure advanced content filters based on waords, phrases or patterns

Mot configured 'tl| 4 R B COMNFIGURE
Objectionable content Caonfigure content filters based on ward lists.

Mot configuned yet

Attachiment compliance Configure attachment filters basad on filz type, file name and message size

Mot configurad yet
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Add a fitle to your filter.

Verify that all the check boxes are checked in Section 1.

In the next section of the window, you will define specifically what emails should
be copied for the archive. In Section 2 of the window, follow these steps to
create the filter expression.

Select “If ANY of the following match the message”.

Click “ADD".

Select “Advanced content match”.

Select “Full headers”.

Select “Contains text”.

In the content field enter the domain name of the email you wish to
archive.

Click “SAVE”.

A e e

N

Add setting a

2. Add expressions that describe the content you want to search for in each message

If &MY of the following match the message @

Expressions @

Advanced contarm mateh

Location {::)

Full headers

Match type (::}

Containg text

Contenl @

YOURJOmain. Com

CAMCEL SAVE

CAMCEL
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In Section 3, follow these steps to define where the email copies are going to
be sent:

1. Check the box next to “Add more recipients”
2.  Click “ADD”"
3 Enter an email address associated with the MX record that you
created at the beginning of this guide.
Example: “archive@intradyn.yourdomain.com’”
4,  Click “SAVE"

Add setting

ENVIOPS FeCiplent
[ change envelope recipient

Spam
] Bypass spam filter for this message

Attachments
[} remove attachments from message

Also deliver to @

| Add more reciplents | @
Recipients
Basir @
Recipient address:
CANCEL SAVE

CANCEL

To finish the creation of this filter, you will need to click on the “ADD SETTING”
button at the bottom of the window.

After the window closes, click on “SAVE” af the bottom of the screen to save
your filter’s settings to Gmail.

This completes the setup in Google Apps. It may take up to a day for the filter
to start making copies of the emaiil.
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