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Introduction

The Intradyn Email Archiver supports single sign-on (SSO) log in through SAML 
2.0.

A SAML 2.0 identity provider (IDP) that is commonly used is a self-hosted Active 
Directory Federation Services (AD FS) server. AD FS is a service provided by 
Microsoft that allows the Windows Server to provide a web login using existing 
Active Directory credentials.

Requirements

	 • Intradyn Email Archiver
	 • An Active Directory where all users have an email address
	 • A server running Microsoft Server 2016, 2012, or 2008
	 • SSL certificate to sign the AD FS login page and the fingerprint for 	 	 	
	    that certficate
	 • For use with host mapping in the Intradyn Email Archiver, you will 	 	 	
	    need an installed certificate for the hosted SSL
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You must have the AD FS server already set up for your company before 
beginning this guide. If you need assistance, please refer to these 
resources from Microsoft:
AD FS Help
AD FS Troubleshooting

https://adfshelp.microsoft.com/
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/troubleshooting/ad-fs-tshoot-overview
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Part One- Create a Relying Party Trust

The connection between AD FS and Intradyn is defined by using a Relying Party 
Trust (RPT).

	 1.	 In the Server Manager, click on “Tools”, then select “AD FS 			 
		  Management”.
	 2.	 Under the “Actions” sidebar on the right, click on “Relying Party 		
		  Trusts”, then add a new “Standard Relying Party Trust”. This will open 		
		  the “Add Relying Party Trust Wizard”.
	 3.	 On the “Welcome” page, click on “Start” to begin the wizard.
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	 4.	 On the “Select Data Source” screen, select “Enter Data About the 		
		  Party Manually”, then click “Next”.
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	 5.	 On the “Specify Display Name” screen, enter a name in the “Display 	
		  Name” field, then add any notes needed to the “Notes” field. 
		  Click “Next”.
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	 6.	 On the “Choose Profile” screen, select “AD FS profile”, then click 		
		  “Next”.
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	 7.	 On the “Configure Certificate” screen, leave the certificate settings 	 	
		  at their defaults and click “Next”.
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	 8.	 On the “Configure URL” page, click the “Enable support for the SAML 		
		  2.0 WebSSO protocol” check box. Under “Relying party SAML 2.0 		
		  SSO service URL”, type the SAML service endpoint URL for this relying 		
		  party trust.
		  The service URL will be: 
				    https://subdomain.yourcompany.com/access/saml 
		  You will replace subdomain with your Intradyn subdomain and 			
		  yourcompany with your company name as registered with Intradyn.
		  Note that there’s no trailing slash at the end of the URL. 
		
		  Then click “Next”.
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	 9.	 On the “Configure Identifiers” screen, specify a “Relying party trust 		
		  identifier” using “subdomain.yourcompany.com, replacing 			 
	         	subdomain with your Intradyn subdomain and yourcompany 			 
		  with your company name as registered with Intradyn, in the empty 		
	 	 field and click on “Add”.

		  If you enter “subdomain.yourcompany.com”, and receive a 			 
		  “request failure” error, you may need to enter your subdomain as 
		  “https://subdomain.yourcompany.com”.
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	 10.	 On the “Configure Multi-factor Authentication Now?” screen, you 		
	 	 may configure multi-factor authentication, however that is beyond 	 	
		  the scope of this manual. Click “Next” to continue.

	 11.	 On the “Choose Issuance Authorization Rules” screen, select “Permit 		
		  all users to access this relying party”.
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	 12.	 On the “Ready to Add Trust” screen, review your settings for 			 
		  accuracy, then click “Next” to save your relying party settings.

	 13.	 On the “Finish” page, click “Close”. This will exit the wizard and 			
		  open the “Claims Rules Editor”.
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PART 2- Creating and Configuring Claims Rules

Once the RPT has been created, you can create claim rules and update the 
RPT with changes that you are not set by the wizard.

	 1.	 Click on “Add Rule...”, then on the next screen select “Send LDAP 		
		  Attributes as Claims” from the dropdown menu. Then click “Next”.
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	 2.	 On the next screen, type in a name for your claim rule, select 			 
		  “Active Directory” from the “Attribute store” dropdown menu. 
		  Then do the following:
			   A. In the “LDAP Attribute” column, select “E-Mail Addresses”.
			   B. In the “Outgoing Claim Type” column, select 
			       “E-mail Address”.
			   C. Click “OK” to save the rule. 
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	 3.	 Create an additional rule by clicking “Add Rule...”, this time select 		
		  “Transform an Incoming Claim” from the template dropdown. 
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	 4.	 On the next screen, type in a name for your claim rule, then do the 		
		  following:
			   A. For “Incoming Claim Type”, select “E-Mail Address”.
			   B. For “Outgoing Claim Type”, select “Name ID”.
			   C. For “Outgoing Name ID Format”, select “Email”.
			   D. Leave the rule to the default of “Pass through all claim 			
			        values”.
			   E. Click “OK” to create the claim rule, and then “OK” again to 		
	 	 	     finish creating rules. 
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PART 3- Adjusting the Trust Settings

There are additional settings you need to adjust to complete your set-up.

	 1.	 Right click on the RPT you created and select “Properties”. 		
	 2.	 Click on the “Advanced” tab, confirm that “SHA-256” is specified as 	 	
		  the secure hash algorithm.
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	 3.	 In the “Endpoints” tab, click on “Add SAML” to add a new endpoint.
	 4.	 For the “Endpoint type”, select “SAML Logout”.
	 5.	 For the “Binding”, choose “POST”
	 6.	 For the Trusted URL, create a URL using:
			   A. The web address of your AD FS server
			   B. The AD FS SAML endpoint you noted earlier
			   C. The string ‘?wa=wsignout1.0’
		  The URL should look similar to:
			   “https://sso.yourdomain.tld/adfs/ls/?wa=wsignout1.0”
		
		  Click “OK” to close this window, then click “Apply”, and “OK” on the 		
		  “Login Properties” window.

Note: If your AD FS has security settings that require all Federation Services 
Properties to be filled out and published in the metadata, you must check the 
“Publish organization information in federation metadata” box. 
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